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1. INTRODUCTION

Many block and stream ciphers employ Boolean functions F} — F% as primitives.
For these symmetric ciphers one does not usually have exact descriptions of crypto-
graphic security. However, the existing attacks on them describe various and usually
contradictory definitions of cryptographic security. These include

e Differential attacks and differential uniformity,
e Linear attacks and non-linearity,
e Algebraic attacks and degree/algebraic immunity,

e Correlation attacks and correlation immunity.

We assume that the basics of two of these attacks (differential attacks and linear
attacks) are known to the reader and concentrate on the corresponding mathematical
definitions for Boolean functions, i.e., differential uniformity and non-linearity. We
investigate optimal functions that arise from these definitions (perfect nonlinear
and bent functions). Our goals include showing existence of such functions when

k < mn/2 and proving equivalence of these two definitions.

We are also interested in related combinatorial objects, such as Latin squares,
Hadamard matrices, orthogonal arrays, difference sets, block designs and
projective planes. We are going to show that how the cryptographic definitions
lead to these objects and then we will conversely show how othercryptographic
applications arise from these combinatorial objects, such as Latin squares and secret-
sharing-schemes. We will also briefly mention the relationship of Boolean functions

with error-correcting codes.

We are mostly interested in the Boolean case (i.e., functions are over binary vector
spaces) but the p-ary versions (i.e., functions F — IF’; where p is odd) will also be
explored in some detail.
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2. FINITE FIELDS

A field is a set F' together with two operations (+,-) that satisfy the following

axioms:
(i) associativity of both 4+ and -,

(ii) commutativity of both + and -,
(iii) existence of additive identity 0 and multiplicative identity 1 of + and -

respectively,

(iv) existence of additive inverses —a and multiplicative inverses 1/b with respect
to + and - of a,b € F with b #£ 0,

(v) distributivity of - over +.

Equivalently, (F,+) and (F\ {0}, ) are commutative groups together with the ax-
iom (v). This amounts to saying that F' is a non-zero (commutative) ring with
multiplicative inverses. We define F* = F'\ {0}.

We will shortly see that the additive group must be elementary abelian, which is
equivalent to saying that it is a finite vector space. We are interested in finite fields

since the cryptographically interesting functions are defined over finite vector spaces.

2.1. The prime subfield. Let F' be a finite field. The multiplicative identity
1p € F*, generates a finite subfield F of F since nlp =1p+1p+---+ 1 =0 for

an integer n (additive order is finite).

Remark 2.1. (i) Recall that subrings of fields are integral domains since a
solution of ab = 0 in the subring is a solution in the field and ab = 0 in a
field implies a=*ab = a~'0 which in turn implies b = 0 or a = 0.

(ii) Recall that every finite integral domain is a field since ab; = aby implies
a(b; — by) = 0 hence multiplication by a is injective and therefore surjective

since F' is finite. Thus ac = 1 for some ¢ € F'.
Therefore the homomorphism from Z — F' defined by

1+1+---+1)=nl—nlp=1p+1p+ -+ 1p)

must have as kernel a maximal ideal in Z. The ideals of Z are mZ for m € 7Z and
they are maximal if m = p is a prime. Thus F' has a subfield isomorphic to Z/(p)
which we call IF,. Since a field is a vector space over any of its subfields and F' is
finite, it is then a (finite dimensional) vector space over F,. Thus

F={con+ - +cpan:cry...,c, €Fp},

where aq, ..., q, is a basis of I over F,,. By counting, we prove
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Theorem 2.2. A finite field has order p™ with n € N.

Remark 2.3. Check the vector space axioms to see that the field axioms indeed

imply the vector space axioms.

The rings Z and F,[z]| are analogous in a very important way: They are both
Euclidean domains, i.e., they are integral domains that admits a Euclidean norm
function that leads to a Euclidean division algorithm. The norm function is the
absolute value for Z and the degree in F,[z], as you might recall. Also recall that,
primes in F,[x] are those irreducible polynomials, that are monic (i.e., leading coef-
ficient is 1) polynomials that do not admit non-trivial divisors (i.e., only units and
itself). Thus, the maximal ideals of F,[x] are (f) for irreducible f. This gives us a
method to generate finite fields with prime power order, that is, F' = F,[z]/(f(x))
for irreducible f. Note that the Euclidean algorithm implies for any 0 # a € F,[z]
with degree dega < deg f, the existence of ¢, d such that.

ac+ fd =1,

which means ac =1 (mod f) which shows the existence of inverses in the quotient
ring, essentially the same as the proof for integer primes. Such extensions are called
algebraic extensions. Let a be a root of the irreducible polynomial

f=2"+a 12"+ + a1z + ag € Fplz].
Thus, « satisfies an algebraic equation of degree n and is said to be algebraic (f is
called the minimal polynomial of o). Then

Fy(a)={co+cia+- - +c, 10" g € F,}
is a field (with natural multiplication and the vector space addition) isomorphic to

F,[x]/(f(x)). Note that multiplication is reduced using

A" = —ap_ 10" — o — a0 — ag.

We call this process adjoining a root of a polynomial to a field.

The field F' has order p™ if deg f = n for irreducible f. The question is whether
there exists an irreducible for every p and n.

We cite the following results from field theory without proof. They are mostly
straightforward and can be found in your favourite algebra book.

Theorem 2.4. (i) Every finite extension of a field is algebraic.
(ii) Let F C K C L be field extensions. Then the degrees satisfy [L : F| = [L :
KI|K : F].

(iii) For every polynomial g € Flx] a splitting field K exists (i.e., g splits in

K|[z] into linear factors) and is unique up to isomorphism.
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We are now in a position to prove existence and uniqueness of finite fields of every

possible order.

Theorem 2.5. Let p be a prime and n € N. The splitting field of 27" — x € F,[z]

has exactly p™ elements.

Proof. Let F' be the splitting field in question and

E ={a € Fla? — a = 0}.
It is easy to show that E itself is a field and therefore £ = F. We just show a € FE
and b € E implies (closure) ab = a%b? = (ab)? and (inverses) a/b = a?/b? = (a/b)".
Also a £ b = a? £ b? = (a £ b)? using the well known binomial identity modulo p.
The derivative of f = 29 —x is f’ = p"a?" "1 —1 = —1. This means (f, ') = 1 which

implies that there are no double roots completing the proof. 0

Note that by Theorem (iii), the finite field of order p™ is unique, which we write
Fn.

p

Theorem 2.6. The subfields of Fyn are of the form Fya where dn. Each of these
subfields Fpa is unique.

Proof. If a subfield E (of order p?) of F (of order p") exists, then F' is an E-vector
space thus d|n. Conversely, if d|n then p? — 1|p” — 1 implying 2"~ — 1|zP" ! — 1.

All elements F = F . should satisfy 27" — 2 = 0, thus it must be unique in £. 0

Now we have a complete picture of the factorization of 29" — x € F,[z]:

Theorem 2.7.

mq"_x:H H f7

din fel,(d)

where 1,(d) denotes the set of monic irreducibles in Fy[z] of degree d.

Proof. By induction on the prime factorization of n using Theorem (i) and
Theorems[2.5)and[2.6] That is to say, the elements of Fyn are generated by irreducible
polynomials of degree d for all d|n. O

2.2. The multiplicative group. Recall the structure theorem of finite abelian
groups.

Theorem 2.8. Let G be a finite abelian group. Then

G E Zoyrr X Ly X -+ X Ly 1

pak2

where p; are not necessarily distinct. And,

(1) G is cyclic if p; # pj fori# 7,
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(i1) G is elementary abelian if p; = p; and k; =1 for all i and j.

We will now see the additive and multiplicative groups of F' are the two extremes.

Theorem 2.9. The multiplicative group (F*,-) of a finite field F' is cyclic.

Proof. Let F' be a finite field with ¢ elements and F’* = A x B, i.e., F* can be
written as a direct product of two groups, with |A| = a and |B| = b. An element
(g,h) of A x B has order dividing lem(a, b) since

<gab/ gcd(a,b)’ hab/ gcd(a,b)) — (ga(b/ gcd(a,b))j hb(a/ gcd(a,b))) — (1’ 1)

lem(a,b) lem(a,b)+1 __

For all x € F* we have x = 1, or equivalently for all z € F' we have x
x = 0. A polynomial f in F[z] has at most deg f solutions, thus 2% — z has at most
lem(a, b) + 1 solutions. Thus lem(a,b) = ab = ¢ — 1, or ged(a,b) = 1. By the

structure theorem of finite abelian groups F™* is cyclic. 0

2.3. Automorphism of finite fields. Automorphisms of the multiplicative group
(Fx,-) (which is cyclic = Z/(q — 1)) and the additive group (F, +) (which is elemen-
tary abelian = Z/(p) x - -+ X Z/(p)) is our next topic.

Note that an automorphism ¢ of (F,-) = (g) satisfies ¢(g’) = ¢(g) for all j thus
¢ : x — ¢ for some (d,q — 1) = 1. Hence Aut(F),-) = (Z/(q — 1))*. Since an
elementary abelian p-group of order ¢ = p" is an F,-vector space of dimension 7,
we know from linear algebra that Aut(F,, +) comprises vector space automorphisms

which are of type 7 — Az’ where A is a nonsingular n x n matrix over F, and
denoted GL(n, p).

All endomorphisms of the multiplicative group are x + 2% for any 1 < d < ¢ — 1
(i.e., 2Z/(¢—1)); and the endomorphism ring of the additive group is M,,(F,) (i.e.,
[F,-algebra of n x n not necessarily non-singular matrices over IF,) respectively.
Now, let us consider the field automorphisms Aut(F,, +,). It is immediate from
the identity

(z+y) =a” +y
in F,, that ¢ : x — 2P generates a cyclic group of order n of F,-automorphisms.
Now Aut(F,, +,-) = (o) follows from the following fact from Galois theory.

Theorem 2.10. Let E be the splitting field over F of the polynomial f € F|x].
Then | Aut(E/F)| < [E : F| with equality if f is separable over F'.
In the theorem Aut(FE/F) stands for the group of automorphisms of E that fixes F’
(pointwise), i.e.,

Aut(E/F) ={o € Aut(E) : 0(a) = a, Va € F}.
If F =T, then obviously Aut(F) = Aut(E/F).
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3. FUNCTIONS OVER FINITE FIELDS

3.1. Vectorial functions. Recall that our main aim is to understand functions
over finite fields. For the multiplicative automorphisms we used exponential maps
whereas for additive ones matrices were employed. We will show that we can unify
both by making use of polynomial functions. In finite fields every function can be

interpreted as an evaluation of a polynomial as we will now see.

Let F(F7,F,) denote the [ -algebra (i.e., F,-vector space with respect to function
addition endowed with an Fg-bilinear function multiplication) of functions Fy — IF,.
We will show that

Ryn=Flz,... 2]/ (2] — 1, ... 2] —2,) = F(F,, Fy)

as [F,-algebras. Let us start with the case n = 1. First, observe that for z € F, we
have 7 = x. What this means is that every function f defined on F, elements that
takes on F, values can be written (uniquely) as polynomials of the form

q—1
f(z) = Zaixi, a; € F,.
i=0

preserving addition and multiplication of functions. Note that the function f is
the evalution function ev(f) of the polynomial fv, and ev is obviously an algebra
homomorphism. Given that the cardinalities of the two sets are both ¢¢. It is
enough to show surjectivity or injectivity. We can show both easily.

(i) Kernel of ev is trivial which can be proved by the observation that if f —g is
the zero function, then f — ¢ must be the zero polynomial, since otherwise
we would have a nonzero polynomial with degree < ¢ with ¢ roots.

ii) For the injectivity, we will introduce a fundamental notion known as the
J Y
Lagrange interpolation. That is to say, every function can be written as a
polynomial with degree < ¢q. Let

1 ifx=a,
0 if z # a.

It is easy to see that evaluation of

~ 3 r—0b
do(z)=1—(x—a)" = [] —
beF,\{a}

is the function we are looking for, and

f(@) =" dal@) f(a).

a€ly
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3.2. Linearized polynomials. Recall that the multiplicative endomorphisms of
IF; are of the form = — 2% where 1 < d < ¢ — 1. Thus, they can be viewed as
evaluation maps arising from monomials in R,; (which additionally maps 0 — 0).
For the additive endormorphisms z” +— Az”, define

2 n—1
Ly = {aox + a1a? + agx” + - + ap_12”  :a; € Fpn}.

Observe that all polynomials Lin L, define F)-linear maps L : F, — F,, that is to

say,
(i) L(z) + L(y) = L(z +y) for all x,y € F,, and
(ii) L(cz) = cL(x) for all c € F, and z € F,

recalling that F, is an n-dimensional IF,-vector space. This is an easy deduction

from the Frobenius identity for all 7 € N:
(z+y) =" +y”"

Note that there are ¢" = p”2 linearized polynomials in £, , that describe pairwise
different linear endomorphisms of the vector space (F,,+) (recalling that the dif-
ference of two different polynomials describe a nonzero map). Thus, every linear
transformation of M, (F,) can be realized in £, ,,.

One can prove the following assertion.

Theorem 3.1. The algebra of IF,-linearized polynomials together with addition and
composition of polynomials and the matriz algebra M, (F,) together with matriz

addition and multiplication are isomorphic Fy-algebras, i.e.,

(ﬁp,m +, O) = (Mn(Fp)> +, )

Proof. (Sketch) Observe that Ly, Ly € L,,,, implies Ly + Ly, Ly 0 Ly € L, ,, reducing
modulo 29 — x and compatibility with F, and distributivity is trivial. Pick a basis
{Bo, .., Pn_1} CF, for F, over F, and identify vectors as

n—1
=0

Plugging in the basis describes a homomorphism between the two algebras (proof
of which requires straightforward but lengthy computations). The underlying sets
have the same cardinality as shown before the theorem. 0

Example 3.2. Let an irreducible polynomial f € F,[z] be defined as

k—1 k=2

f(f,(]) - :L‘k — Qp1x — Ap—2o% - — ap.

Let f be the minimal polynomial of o over F,[x] which is the unique monic irreducible

polynomial of degree k satisfying f(a) = 0. Now, B = {1,a,a?,...,a* '} is a basis
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of Fx over F,. Next, consider the following k x & matrix A with [Fg-coefficients,

known as the companion matrix of f, defined as

000 --- 0 a
100 -+ 0 a
A=101 0 -+ 0 ay
000 --- 1 agp
View any x € F . as the vector (zo,...,%,-1) € IF’; by writing x in the basis B, i.e.,

xr = Zi:ol x;0'. It is easy to show that the linear map induced by the matrix A, i.e.,
the map

A (2o, . wp1) = Alxo, ... Tp1),
represents the F r-linear (and hence F,-linear) map defined by
Mo : T € For = ax € Fu,

relative to the basis B.

Exercise 3.3. (i) Perform the computations by keeping in mind that F, =
Folz]/(f)-

(i) Describe mg for any 3 € F. That is to say describe all matrices that
represent multiplication by g in the basis B.

(iii) Show that the set
{mg: B € Fp}
is isomorphic to the field F,[z]/(f) or equivalently F (c).

(iv) Make sure that you remember the notions characteristic polynomial,
trace, determinant of square matrices. How are these notions of m, are

related to some properties of a7

3.3. Vectorial functions as polynomials. Now let us give the full theorem (i.e.,
general n) for vectorial functions.

Theorem 3.4. The Fy-algebra of vectorial functions F(Fy,F,) (together with func-
tion addition and multiplication) is isomorphic to R, (together with polynomial
addition and multiplication), i.e.,

Ryn =F,[z,... 2]/ (2] —2q,.. . 2d —2,) = F(FZ,Fq)

Proof. (Sketch) The assertion that the usual evaluation map

ev: Ry, — F(Fy, Fy)
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is a homomorphism is straightforward. We only need to give a bijection, which will

be given by a generalized Lagrange interpolation, i.e.:

18
|
)

Oq(z) =

1 if
0 if

1=
N
IS]

Similarly, as before

n

bulz) = JT(1 = (@i — a)? H H
i=1 b;eFq\{a

i=1 bi

is the function we are looking for, and
= du(@)f(a)
aclkp

O

3.4. The notion of the algebraic degree. A function f € F(F;,[F,) is a function
that maps n F,-symbols to one F,-symbol. Let ¢ = p™. So, fixing a basis of
F, over [F,, the same function f can be viewed as a function that maps nm F,-
symbols to m F,-symbols, i.e., (F(F;™, F,))™. Note that this is an F,-vector space
isomorphism (writing F, in an F,-basis). For the purpose of the degree discussion
let f e (F(Fy, F,))* or simply f : Fy — IE"; (not necessarily k|n). So we can view

f(@) = (fi(z), fa(z), - . ., fu(z)),

with each f; : ) — F,. Thus we define the algebraic degree of f as the maximum
of the degrees of the coordinate functions f;. We say that a linear combination
(c, f) =>5_1¢jf; is a component function of f.

Let us write down the two definitions of degree formally.

Definition 3.5. (Polynomial degree) Let f € F(Fy,[F,) (written in R, ,) be

q—1 L
f(xl,...,$n> = Z Qiy,... in ny
il ..... ’LnZO .7:1

Then
degp f = max{iy + -+ iy : ;. 4, # 0}

Definition 3.6. (Algebraic degree) Let f = (f1,..., fi) € (F(F},F,))* (each com-
ponent written in R,,) be

o~ t ;.
ft(xh s 7x7l) = agl),n-ain H:C;J’

for 1 <t < k. Then

degai:max{i1+~~+in: o #0,1<t <k}

-----
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3.5. An explanation of change of basis and linear transformations in GL.
Our main aim is the analysis of the functions

[ Fy =Ty
for prime p and integers k,n with £ < n. We naturally choose
er =(1,0,0,...,0),e5 = (0,1,0,...,0),...,e, = (0,0,...,0,1)

as a basis so that n-tuples and coordinate vectors are the same. However, we may

want to choose another basis, say
by =(1,1,1,...,1),b0 =(0,1,1,...,1),...,b, = (0,0,...,0,1)

and write our n-tuples in this new basis. For instance the n-tuple (1,1,1,0,...,0)
corresponds to by — by and to the coordinate vector (1,0,0,—1,0,...,0). Any non-
singular n x n F,-matrix (i.e., in GL(n,p)) corresponds to a basis change of F.
Thus the function

g:=1Lio folLy L€ GL(k,p), Ly € GL(n,p)
is equivalent to the function f (we write f ~ g) as they represent the same function
where different bases are chosen for the domain and codomain.

It is obvious that the operations L; o f and f o L, preserve the algebraic degree of

f.

3.6. How to move between F(F}.,F,=) and (F(F;™, F,))™. We will consider

the case n = 1. The general case is straightforward.
Let

fE RpmJ = }—<Fpm»]Fpm)
be

p™—1
flz) = Z )i
j=0

Choose two bases A = {ay,...,a,} and B ={f1,...,Bn}. Set

m m
T = E o;r;, and ) = g aicg‘”,
i=1 i=1

where z; and ¢; are F, variables and coefficients respectively, and plug this into the

formula for f(z), i.e.,

f@) = Z <Z aicgj)> (Za2x1> .

j=0 \i=1
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Write every j in base-p, i.e., j = Jp_1p™ ' + -+ + jo with 0 < j, < p and get

pm—1 Jk

0 =5 (e ) T (o)
Rewriting all F,m coefficients that appear in the formula in B-basis, we get

fl@) = fi(@)Bi + -+ fu(2) B,
where f; € Ry, = F(F,F,). The expansions

m Jk
k
D
(Z K )
=1

are done using binomial expansion (in fact, multinomial), which is

Jk .
(z + y)jk _ Z (J;) iy,

i=0
Notice that (JZ’“) # 0 (mod p). Actually that is one of the reasons why we want to
express everything in I, (if d > p then p | ( ) for certain 7).

We write
7: (flv"'7fm)>

and say that f represents f in the chosen A (for domain), and B (for codomain)
bases. Similar to the previous section (since fields are vector spaces) base changes
correspond to nonsingular linear transformations. Thus, f’ which represents f in
bases A" and B’ satisfies

7 =1Ljo 7 o Lo,

for some Ly, Ly € GL(m, p).

Remark 3.7. To see the connection between a basis change and a non-singular

linear transformation explicitly, consider the associativity of matrix multiplication

(ula--wum)'( me'(ﬂla-wvﬁm)):((ula-wvum)' mxm) (/Blan-aﬁm)

where the LHS corresponds to basis change and the RHS corresponds to a linear

transformation of the coordinate vectors.

(Please read the Chapter 3 in 1inalg.pdf in the shared folder, if you want to refresh
the linear algebra required to understand base changes.)

Let for 1 <t < m,

p—1

ft(ml,...,xm) — Z 11, ,lmH:CZJ

150 rim =0
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We usually combine all coeffients together and write

p—l m
(2) flxe, ... xm) = Z Qiy i Hx;?,
i1yt =0 j=1

where

3.7. Recovering algebraic degree from R, ;-representation. Since the bases
we fix when we move from the [F -representation to IF,-representation do not have
an effect on the algebraic degree (see the previous subsection) we can talk of the
algebraic degree of f € Rym 1 = F(F,m,Fym) which can be defined by the algebraic
degree of any F,-representation f € (R,,,)™ = (F(Fpm,F,))™ of . This value can
be recovered directly from the F,-representation.

Proposition 3.8. Let f € F(Fym,Fym) be

Then
dega f = max{wt,(d) : aq # 0},
where the weight of the base-p representation (dp—_1,...,dy), of 0 < d < p™ —1is

the integer summation

3
L

wt,(d) = d;.

i

Il
o
&

Proof. From () and the binomial expansion formula we see that dega f < max{wt,(d) :
aq # 0}. Observe the one-to-one correspondence between the monomials z%,0 < i <
P —1in Rymy and a2k - im0 < iy, dg, ... i, < p—1in (R,,,)™ that satisfy
wt,(i) = 41 + 42 + - - - + ip, naturally. Thus, inductively, using the upper bound on
dega f, every degree-0 funtion a € (R,,,)™ correspond to az’ € Rym 1, every degree-
1 function 37, a;zi+a € (Rym)™ correspond to S " aa?’ +a. Assume this holds
for all degrees < e and for degree-e¢ we have degaf < max{wt,(d) : aq # 0}. But
this is a contradiction since all the degree d — 1 functions are covered by the induc-
tion hypothesis and by Lagrange interpolation two representations are unique (or,
equivalently, f; — fo would be a degree-e O-function). O
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4. BENT AND PERFECT NONLINEAR (PN) FUNCTIONS

4.1. Cryptographic functions and the notions of nonlinearity. In symmetric
cryptography S-Boxes are of extreme importance. An S-Box is viewed as a (vecto-
rial) Boolean function

F Ty — Fy.
We also use the terminology (n, m)-function. We are almost always interested in
the case n > m and mostly in the extreme cases m = 1 and m =n. When m =1,
we have the convention to use small letters

fiFg—)FQ,

and say that f is a Boolean function or an (n, 1)-function, and reserve capital
letters for the “vectorial” case m > 1. Note that linear combinations of vectorial

functions
Fu(z) == (u, F(z)), u € Fy'
are Boolean functions.

Recall that the dot product is a non-degenerate symmetric bilinear form Fy xFy —

Iy defined as
(w,y) =z,
i=1

where z,y € Fy and = (x, 29, ..., z,). Instead of the dot product, one can use any
non-degenerate bilinear form to generate all linear combinations F,, of a vectorial
Boolean function F'. See [I, Chapter 5] for more details on bilinear forms.

4.2. Linear functions. A linear Boolean function [ : F§ — 5 (also called a linear
form or a linear functional) is a Boolean function that satisfy

l(x) +1(y) = l(z +y)
for all z,y € F3.

In general, let V' be an n-dimensional K-vector space. Then a K-linear form of V'
are functions [ : V' — K that satisfy

l(x) +1(y) = Uz +y), zyeV,
l(cx) =cl(z), ceKxeV.

Note that in the Boolean case we do not need to check the latter property of linear
forms [(cz) = cl(z) for all ¢ € Fy, z € F}, which holds trivially in the Boolean case.
See [1, Chapter 5.

Every linear Boolean function can be written as

Ly(x) = (v,x), v eTFT.
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An affine Boolean function is of the form = — [,(x) + € where € € Fs.

4.3. Linear cryptanalysis. Let F': F§ — 7' be a vectorial Boolean function and
define for (u,v) € F* x F} and u # 0,

Me(u,v) = #{x € FY : (u, F(x)) = (v,2)} — 2" %

Note that A\p measures how much information linear combinations of input and
output bits leak and related with the Hamming distance of the component functions

F,, to all linear functions [,.

Recall the notion of Hamming distance of two vectors.

Definition 4.1. Let u,v € F}. The Hamming distance between u and v is defined
as

dy(u,v) = #{1 < i <n:wu # v}
The Hamming weight of u is wty(u) = dg(u,0).

The notion is extended in a straightforward manner to two Boolean functions f, g :
]Fg — EEI

du(f,g9) = #{z € Fy : f(z) # g(x)}.

If for a carefully chosen set of (u,v)’s, the values |Ap(u,v)| are all high, one can
devise a cryptanalysis of a cipher where the S-Box F' is used in several consecutive
rounds, called linear cryptanalysis.

Definition 4.2 (Nonlinearity). The nonlinearity of a vectorial Boolean function
is defined as

NLp = 2" —max{|Ap(u,v)| : (u,v) € F3* x Fy, u #0}.

4.3.1. Walsh transform. Relevant to the concept is the Walsh transform of a
Boolean function f : F} — Ty, defined as

~

F) = 3 ()@=,

€y
which is the Fourier transform of f : F2 — {—1,1}, where f = (=1)/. We
naturally extend the definition to cover vectorial Boolean functions F': F} — F7" as
(for u € F3', v € FY),

Fluw) = 3 (—1)mr@ises),

€y
which can be seen as the collection of the Walsh transforms of the component
Boolean functions F, = (u, F).

Exercise 4.3. Show that F(u,v) = 2z (u,v).

Question 4.4. What is the optimal nonlinearity of an (n,m)-function?
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We are going to investigate the cases:

e First m = 1, and then

e m = n, and also some other cases.

4.4. Differential cryptanalysis. Define for a vectorial Boolean function F': Fj —
F3,
dp(a,b) =#{x € F} : F(x+a)+ F(z) =0b}.

Definition 4.5. A vectorial Boolean function F' : F§ — F7' is called perfect
nonlinear if

dp(a,b) =2"""
for all (a,b) € F x F* with a # 0.

The differential uniformity of F' is defined by
Ap = max{dp(a,b) : (a,b) € Fy x F}', a # 0}.

Thus, perfect nonlinear functions have the best differential uniformity. Beware that
the nomenclature is quite confusing. By definition, perfect nonlinear functions do
not automatically mean they have the best nonlinearity as defined previously.

Similarly to the linear cryptanalysis, if for a carefully chosen set of (a, b)’s the values
dr(a,b) are all high, one can devise a cryptanalysis of a cipher where the S-Box F
is used in several consecutive rounds, called differential cryptanalysis.

Let us identify the worst possible vectorial Boolean functions for which dp(a,b)
are maximal. These are of course, Fo-linear vectorial Boolean functions Fj — [F7'.

Similar to Fo-linear (n, 1)-functions, these (n, m)-functions satisfy
L(z) + L(y) = L(z +y)

for all x,y € F} and can be described as an easy generalization
L(zy,xq,...,2,) = Z aWz;, o e F3e.
i=1

Observe that this is the matrix multiplication Ax where A is an m x n matrix with
FFy-coefficients whose columns are a” and x is viewed as a column (n x 1) vector.
It is clear that d;(a, L(a)) = 2". This shows that, actually, differential uniformity is
a way to measure how much F is different from linear (n, m)-functions.

Similarly, if a component function of F' is Fs-linear, then the non-linearity of the
function is the worst possible. Of course, if F' is an Fs-linear (n, m)-function then

all of its component functions are linear forms (the linear combinations of rows of

A).
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An affine (n, m)-function is a linear (n, m)-function plus a constant (from F3*). One
can easily see that affine functions are (equally) as weak, from these points of view,

as linear functions.

We can ask the analogous question.

Question 4.6. What is the optimal differential uniformity of an (n, m)-function?

We are going to investigate the cases:

e First m = 1, and then

e m = n, and also some other cases.

4.5. Walsh transform of Boolean functions. We start with the definition of the
Walsh transform.

Definition 4.7. Let f : F§ — F4. Define for u € F%, v € F3,

Fluv) =" (=1)f @t

z€Ffy

Bent functions are optimal functions in terms of their Walsh transform, i.e., the max-

imal absolute value of their Walsh transform is minimal. This follows Proposition

[4.9] below.

Definition 4.8. Let f : F} — F5. We say that f is bent if
Flu,v) = £2% Vu € F&\ {0}, Vo € F2.

Observe that if f: Fy — F% is bent, then f,(x) := (u, f(z)) is a function f, : F§ —
[y and it is bent if and only if u € F§ \ {0}. Observe also that n has to be even for
f to be bent.

Recall the following power-moments for Boolean function. When k = 1, we simply

~ ~

write f(v) = f(1,v).
Proposition 4.9. Let f : F} — Fo. Define the integer sum

s¢) = ()"

velry

Then
(i) if d=1 then S\ = (—=1)/©2", and
(i) if d = 2 then S} = 22"

Proof. Follows from the double summation when the definition of the Walsh trans-

form employed in the equation and then applying the Annihilator Lemma below. [J
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Lemma 4.10 (Annihilator Lemma). We have for u € F%,

S (1 = " ifu=0,
z€Fy 0 ifuz#0.

The following is the simplest example of a bent function on F} — Fy when F7 is

viewed as F' x FI' where n = 2m.

Example 4.11 (The quadratic bent function). Let fyuaa : F5* X F3* — Fy be defined
as

fquad(xa y) = <ZL’, y>
Then f is bent.

Recall that the Walsh transform is related to the linear cryptanalysis. We have also
another notion for Boolean functions that is related with the differential cryptanal-

ysis. Here we allow odd p as well.

Definition 4.12 (Derivative). Let f : F) — Fy. The derivative of f at u € F}} is
the function
D7 Fy — Fp,
defined as
D;u) cx— fr4u) — f(x).

The following definition is the generalization of bijectivity for functions f : F) — ]F’;j.
Definition 4.13 (Balance). We say that a function f : Fy — F} is balanced if

#{r el : f(x)=a} = Pk Va e IE";.

Now we can define perfect nonlinear functions that are optimal against differential

cryptanalysis.

Definition 4.14 (Perfect nonlinear). Let f : F} — F ’;. We say that f is perfect
nonlinear (PN) if the derivatives Dgc“) are balanced for all u € F; \ {0}.

Example 4.15 (The quadratic bent function). Let fyuaq : F5* X F* — Fy be defined
as

fquad(x,y> = <.T,y>

Then f is perfect nonlinear.

4.6. Bent <= PN. In this part, we will prove a theorem showing that “perfect”

functions with respect to either notion of nonlinearity coincide.

Let us start with a theorem characterizing balance of functions in terms of the Walsh

transform.
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Define for any function f: S — T and t € T,
) ={s€8: f(s) =t}

Theorem 4.16. Let f : Fy — F%. Then f is balanced if and only if f(u, 0) =0 for
all u € F5 \ {0}.

Proof. 1f f is balanced then |f~!(y )] = 2""% for all y € F5. Now, for all u € F5\ {0},
Flu,0) =" (=1)td @ = o=k = (—q)lua) = g,
zeFy yeF%
by the Annihilator lemma.
For the converse, define for all v € F%,
Z Z (u,f(z)—
2€F} ueFk

Observe that the inner sum satisfies

S (—1)fmf@) — 2¢ if f(a) =
e 0 if f(x) 7é v
Thus
Ny(v) = 2"#{x € Fy : f(x) = v} = 2[f " (v)],
hence, f is balanced <= N;(v) = 2" for all v € F5. Now, changing the order of

summation,

=2 2 =y

ueFk z€Fy
= F(u,0)
ue]FIQC
=2
by our assumption that f(u,0) = 0 for all nonzero u and the obvious fact that
7(0,0) = 27, O

Recall that for a function f : Fy — Fy, we defined the d-th power moment of the
Walsh transform in Proposition [4.9] as

S = Zﬂ(%))d.

We now prove a proposition on the 4-th power moment of a Boolean function and
show that the “best” value corresponds to the case of bent function whereas the

“worst” value corresponds to the case of affine functions.
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Proposition 4.17. Let f : F} — Fy. Then
23n < 3}4) < 24n

with equality on the lower bound if and only if f is bent and with equality on the
upper bound if and only iof f is affine.

Proof. Define for all u € F3, the integer

7(u) = (Flu)?) — 27,
We have by the 2nd power moment of the Walsh transform for Boolean functions

(see Proposition

S =92,
Thus
> 6p(u) =0
uEFS
We have
SE =" ((Flu)?)?,
u€lkFy
= Z (2" + b7 (u))?,
u€lkFy
=324 Sp(u)? + 27 p(w),
u€lFy u€lF} ucly
= 2" > 5p(u)?
u€Fy u€F}

That is to say Sj(fl) > 22" with equality if and only if d;(u) = 0 for all u, i.e.,
f(u)Q = 2" that is to say f is bent.

~

One can show that the largest value one can get is when f(u)? = 0 for all u except for

-~ -~

exactly one ug for which f(ug)? = 22", i.e., f(ug) = £2". To see this, let a, = f(u)?.
We know that (again, by Proposition

Z%ZA,

uely

ZaiﬁAz,

uelFy

where A = 2". Observe that

that is to say, the sum of squares of non-negative integers a,, is less than or equal to
the square A% of the sum A. Equality happens only when a,, = A for some g and

a, = 0 when u # wy.
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Now this happens if and only if f is affine, i.e., f(x) = (ug, z) + € for some vy € Fy

~

and € € Fy, since f(up) = £2™ means f(z) agrees (or disagrees) with (ug,z) for
every . 0]

We now prove a similar proposition for the derivatives.

Proposition 4.18. Let f : F} — Fy and define

LAY DIV

uelFy \ zelFy
Then,
2n (2) 3n
22 < T < 9%,

with equality on the lower bound if and only if f is bent and with equality on the
upper bound if and only if f is affine.

Proof. A function f is affine if and only if Dl(;f) is constant for all v € F} by definition.
Thus the upper bound follows. The lower bound follows from the definition of

bentness which stipulates all derivatives are balanced that is to say the sum
2

> ()P <o,

zeFy

is minimum for all u. [l

Theorem 4.19 (Bent <= PN). Let f : F% — F5. Then f is bent if and only if f
15 PN.

Proof. If k = 1 then the result follows from the two propositions we have just proved

since
S}(}) — Z Z (—=1)f @+ Z(_l)f(y)ﬂu,w Z(—l)f(z)+<“’z> Z(—l)f(t)+<“’t>
ueFy zcFy yEFy z€Fy teFy
— Z (=1)T @+ W)+ )+ @) Z (—1)fwrtyteto)
Y,z t€Fy weF?

—9on Z (_1)f($)+f(y)+f(2)+f($+y+z)
@,y,2€F7
_on Z (—1)/ @+ @+ @)+ )
@,y ucky
= 2",
using Annihilator lemma (i.e., t = x + y + z is the only nonzero inner sum), making
the change of variable z = z 4+ u, and the definitions of Sj(fl) and D}(?).
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Recall that for u € F%, f, denotes the map f, : * — (u, f(x)). For the general k
observe that

18 e 1s balance a €

fis PN D is balanced Va € Fj \ {0}
< x> (u, D" ()) is balanced Va € Fy \ {0},Vu € F} \ {0}
= D;Z) is balanced Va € Fy \ {0},Vu € F5 \ {0}
= f, is bent Yu € F%\ {0}

<= f is bent.

~

The second line is Theorem (observe that f, is balanced if and only if f(u,0) =
0) and the third line is by the bilinearity of (,). The rest is by definition. O

Now let us give an upper bound on k, the maximal dimension for which a bent

function f : F} — F} can exist.

Theorem 4.20. Let f: Fy — F% be bent. Then k < n/2.

Proof. Let
[ ={zeF; : f(x) =0}
We have by the Annihilator Lemma,
) — )@@
#1710 = 5 IGFS’ZM{T( )
Now

#ffl(b)zz—m 3 (—pS@

z€Fy velfy?

_ 2Lm 3 ()8 37 (1))

vEFR z€F3

n 1 v v xX

veFP\{0} zEF?

2n/2

Z (_ 1)<v,b)+%
2m

velFI"\{0}

=2" +

where v, = f(v,0)/2"/2 € F, since f is bent. Since
Z (_1)<U’b>+7v
velF;"\{0}

is odd (because sum of odd number of odd integers is odd), and #f1(b) is an
integer, 2"/2~™ must be an integer, i.e., m < n/2. O



BOOLEAN FUNCTIONS IN CRYPTOGRAPHY 23

4.7. Bent functions f : F3™ — FJ'. We will now show that there are (n, m)-bent
functions for every m < n/2. This is equivalent to saying that there are (n, m)-PN

functions for every m < n/2. We can prove the either property. In fact we will do
both.

4.7.1. A nondegenerate bilinear form for finite fields. Let us first start with an im-
portant definition. The usual non-degenerate symmetric bilinear form F7' xF7" — Fy
we use for vector spaces is the dot product (z,y) — (x,y). A non-degenerate sym-
metric bilinear form for B : K™ x K™ — K is the collection of all K-linear func-
tionals in the sense that [, : y — B(z,y) (or, because of symmetry, equivalently
ly : © — B(z,y)) runs through all K-linear functionals K" — K.

Recall that we have two isomorphic ways to describe endomorphisms of the vector
space 7", First one is by M,,,(IF,), i.e., left multiplication of column vectors by mxm
[F,-matrices; and the second one is by L, ,,, evaluation of the linearized polynomials
at field elements. Thus, the linear functionals x — (u,z) may be identified as the

matrix-vector multiplication

x Uy Uz -+ Up Ty

i) 0 o --- 0 i)
|_>

T o o0 --- 0 T,

We need to identify those linearized polynomials
m—1
Lo(X) =) X" € Fpn[X],
=0

with [F,-valued evaluation maps, i.e., L,(X) € [, for all X € F,m. Thus, we must
have

[P —Ly=0 (mod X" — X),
which implies a; = o ; for all 1 <i < m by simple manipulations where «,, = .
Thus, for every fixed o € F,ym, the maps

m—1
To: X =) (aX)”
i=0
are Fp-valued, F,-linear maps that form an m-dimensional [F,-vector space isomor-
phic to the vector space of linear functionals x + (u,z) for u € F}'. We define the

trace map
Tr Fpm — F),
X—>X+XP+... 4+ XP

m—1
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Now it is straightforward to show that
B:(X,)Y)— Tr(XY)

is a non-degenerate symmetric bilinear form since every T, = X — B(X,«a) =

Tr(aX) defined above.

Theorem 4.21. The function f : Fom X Fom — Fom with f : (x,y) — xy is bent.

Proof. In the following M, : FJ* — F7* is the Fy-linear multiplication map M, : y +—
xy. We will first prove the claim using the dot product, willfully forgetting the field
structure:

F(u, (v,w)) = Z (=1){wF@)+(@w),(.y)

x,y€Fy

— Z (—1)(@Mel)+v2)+wy)
x,y€Fy

— Z (—1)fv Z (—1){wMe(@)F(wy)
zE€Fy yeFy

— Z (—1)® Z (—1){Mz (wtwy)
z€Fy yeFy

—om Z (1)t

z€FP s.t. MT (u)=w

For every fixed 0 # u,w € Fym there exists unique x € Faym such that M (u) = w.
To see this, define L, (z) = M (u). Since M, (u)+M,(u) = My, (u) (i.e., zu+yu =
(z +y)u), we have, M (u) + M (u) = M, (u) (property of transpose). Therefore
L, is linear (by the definition of L,,). Since L, (z) = 0 if and only if either x = 0 or
u=0 <= MZI(u)=0if and only if either x =0 or u =0 <= M,(u) = 0 if and
only if either x =0 or u =0 <= zu = 0 if and only if z = 0 or v = 0; we must
have L, is bijective for all 0 # u € Fom.

The above proof is awkward since we do not use the power of the vector space-field
identification. Define

Fr(a, (8,7)) = Z (—1)Tr@F (@y)+Tr(pe)+Te(ry)
a,y€Fom
Recall that when we run through all v € Fy* and 8 € Fom, z — (v,z) and = —
Tr(Sx) runs through the same functionals, i.e., we have a one-to-one correspondence
between vectors v and the field elements 5 (mapping 0-vector to the 0 of the field).
Thus there is a one to one correspondence between F(u, (v, w)) and Fry(cv, (8,7)).
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Now,

ﬁTr(aa (B,7)) = Z (—1)Tr(o‘F(xyy))+Tr(ﬁzv)+Tr(7y)

z,y€Fym
— Z (—1)Trlaey)+Tx(Be)+Tr(yy)

z,yEFom

_ Z (_1)Tr(ﬁa:) Z (_1)Tr(azy+'yy)

JIEFQWL yEFQ'm

— Z (_1)Tr(6r) Z (_1)Tr(y(ax+'y))_

z€Fom yEFom

Now by Annihilator Lemma,
Fr(a, (8,7)) = 2" (=1) ™7/,
recalling that a # 0.
O
Note that if there is a bent function f : F% — F% then there exists a bent function

g : F} — F5~! (which may be defined as the projection of f to an n — 1-dimensional
vector space).

The proof of this is quite obvious. Let {ej,es,...,e,} be a basis of Fy and f =
(fers feas -5 fe,) be a bent function. Then, for instance, g = (fe,, fegs - fe,_1) 18
bent since f is bent <= for all v € F} the functions f, : F§} — Fo, f, : v —
(u, f(z)) =" uife,(x) is bent. Thus, g is bent.

Remark 4.22. The number of k — 1 dimensional vector-subspaces of F} is 28 — 1.
They are all of the type

Vi, ={x € F5: (u,x) = 0},
for u € F5\ {0}.
We could have as well proved that f is PN which we will do now.

Theorem 4.23. The function f : F3, — Fom with f : (z,y) — xy is perfect
nonlinear.

Proof. We need to show that the (normalized) derivatives
Ao (@,y) = fl2,y) + fle+uy+v) + flu,0)
are balanced for fixed (u,v) # (0,0). Note that this is equivalent to saying
Dyy: (z,y) = f(z,y) + fz +u,y+v)
are balanced, which is our original definition of perfect nonlinearity. Now,

Ay u(x,y) = zv + yu.
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Since this map is Fo-linear (it is in fact Fom-linear), it is enough to check that the
[Fy-dimension of its kernel is m. If u = 0 then (z,y) € {0} X Fam, if v = 0 then
(z,y) € Fam x {0}, and otherwise {(z,zv/u) : © € Fam} describes the kernels of
the maps. Note that these m-dimensional Fo-vector spaces are in fact 1-dimensional

Fym-vector spaces. U

Remark 4.24. Observe that (z,y) — (v,u)(z,y)T = xv + yu are precisely the (all)
Fom-linear functionals from Fom X Fom — Fom.

4.8. The notion of equivalence for functions. The following is the basic notion
of equivalence of functions which, we will show, preserves many cryptographically
interesting properties.

Definition 4.25 (Extended-Affine equivalence). Let f,g: Fp — IF’;. We say that f
is EA-equivalent to g and write f ~ g if there exist

(i) an affine bijection A : Fy — FE,
(ii) an affine bijection A, : ) — F}, and
(iii) an affine map Az : Fj — F}, such that

g(x) = Ay o f o Ay(x) + Az(x).

The following proposition is easy to show.

Proposition 4.26. We have the following facts for the EA-equivalence.

(i) ~ is an equivalence relation.

(ii) ~ preserves the DDT.
(i1i) ~ preserves the absolute values of the LAT.
(iv) ~ preserves the algebraic degree dega.

(v) ~ does not necessarily preserve balance.
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The following theorem shows that we can classify quadratic functions f : F} — Fy

up to the EA-equivalence ~.

Theorem 4.27. Let f: F} — Fy be quadratic (dega f = 2). Then,

f(xr, 2o, ) ~ Z T2i—1L24
i=1
for some 1 <r < |n/2] which is called the rank of f.

Proof of the theorem is clear by successive application of the following lemma.
Lemma 4.28. Let [ : F} — Fy be quadratic. Then,
f(xla Ta, ... 7xn) ~ T2 + g(x37 S 7xn)7

where dega g < 2.

Proof. We can, by adding affine functions and renaming variables if necessary, easily
get

[~z + ra(es, oy, ..o, 20) + 22b(23, 24, . 20) + h(xs, 24, ..., T0),
where
a(l’37$47 s ,In) = asxs + -+ ApTn,
b(xs, Ty,...,Tn) = bgxg + -+ + by,

h(l’g, Ty .. ,l’n) = Z hijximj-

3<i<j<n

Apply the non-singular transformation
Y1 =21 + b($3,x4, e >xn)>
Yo = T2 + CL(H?3, Lyy - 7xn)7

y; = x; for ¢ > 2.

Now
Fr (i +0)(y2 + aly) + (y1 + b(y))aly) + (y2 + a(y))b(y) + h(y),
= y1y2 + h(y) + b(y)a(y),
which is our claim since h, a,b depend only on ys, ..., y,. 0

Corollary 4.29. Let f : Fy — TFy be quadratic (degaf = 2). Then f(v) €
{0, £277}.

Prove the corollary as exercise.
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5. APN FUNCTIONS

In the last section, we proved that (n,n/2 + 1)-bent and (n,n/2 + 1)-perfect non-
linear functions do not exist. In this section we will deal with the cryptographically
interesting case of optimal (n,n)-functions. When we say optimal, we mean (n,n)-

functions F' that have optimal Ar and Ap values.

Let us start with the differential uniformity and Ap.

5.1. (n,n)-functions with optimal differential uniformity. Let F' be an (n,n)-
function. If the equality

F(x)+ F(zr+a)=5b
has a solution x = zy then £ = x¢ + a is another solution. Therefore the smallest

value we can get for Ay is
Ap =max{dpr(a,b) : (a,b) e Fy xFy, a#0} > 2.
Definition 5.1. An (n,n)-function F is called almost perfect nonlinear (APN)
if Ap =2.
Define the derivative set
Der'® = {F(z) + F(z +a) : © € F}}.
The following proposition provides an alternative definition of APN functions.

Proposition 5.2. The (n,n)-function F' is APN if and only if | Der;f”) | =271 for
all a # 0.

Proof. This is easy to see from the definition. O

As was the case for (n, n/2)-functions, finite field representation of vectorial Boolean
functions allows a neat description of the known APN functions.

5.2. Power functions (monomials). Since we use the finite field representation
for functions, polynomials from Fy.[X] become the main focus. Thus, polynomials

that have the simplest representation F/(X) = X% become the first class of interest.

The bijective behaviour of such functions is easy to determine.

Theorem 5.3. Let F(X) = aX®+b where a,b € Fyn and a # 0. Then F permutes
Fyn if and only if ged(d,p™ — 1) = 1.

Proof. We have F);, = (w) and w’ — w™ permutes F,;, if and only if ged(d, p" —1) =
1. [

For monomials checking APNness is easier.
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Proposition 5.4. Let F(z) = 2¢ be an (n,n)-function. Then F is APN if and only
; )| _ ogn-1
if | Dery’ | = 2771,

Proof. For nonzero a, we have
Ha+ (v +a) v €Fp} = #{ay’ + (ay +a)? : y € Fon}
= #{a(z* + (z + 1)) : 2 € Fyn}.

Theorem 5.5. Let F(X) = X3 € Fou[X]. Then F is an APN function.

Proof. Tt is enough to show X + X3 + (X +1)3 = X? + X + 1 is two-to-one. Note
that X2 + X is a linearized polynomial. Thus X ~ X2 + X is an F,-linear map.
The kernel of this map contains 0 and 1. Since the polynomial degree of X2 + X
is two, there are no more solutions to X2 + X = 0. Thus X — X2+ X + 1 is
two-to-one. 0

Exercise 5.6. Show that the (n,n)-function defined by F(X) = X2+ is APN if
and only if ged(k,n) = 1.

Hint: You need to show

ged(2F — 1,27 — 1) = 28cdlbm) _ 1,

The following function is the cryptographically interesting inverse function which is

uses as an S-Box in the AES cipher.

Theorem 5.7. Let F(X) = X?"2 be an (n,n)-function. Then F is an APN
function if and only if n is odd.

Proof. Observe that for X € Fs,, the map X ~ X?"72 is identical to X +— 1/X.
We have

Der) = {1} U{1/X +1/(X +1): X € F3 \ {0,1}}.
Note that 1/X+1/(X+1) = 1/(X?+X). Thus, F is APN if and only if X?+ X =1
is not satisfied for some X € Fyn \ {0,1} since X — 1/(X? + X) is two-to-one on
Fan \ {0,1}. Observe that the polynomial X? + X + 1 is irreducible over Fo[X] and

both of its roots are in Fy \ Fy. Since Fy C Fon if and only if n is even, we are

done. O
5.3. Equivalences of (n,n)-functions. We can extend the extended-affine equiv-

alence of (n, 1)-functions to (n,n)-functions.

Definition 5.8. Let F,G be two (n,n)-functions. We say that F' and G are FA-
equivalent if there exits Fo-affine bijections Ay, As : Fy — FJ and an [Fy-affine
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function Aj : 3 — FJ such that
G(IL’) = Al oFo AQ(ZE) + Ag(x)

for an indeterminate x. In that case we write F' ~g4 G.

Exercise 5.9. Show that the F A-equivalence is indeed an equivalence relation and

it preserves

(i) the algebraic degree,
(ii) the differential spectrum, and

(iii) the absolute values of the Walsh spectrum.

Remark 5.10 (Compositional inverse of a permutation). Let F' be a bijective (n,n)-
function. We saw examples of bijective APN functions above. Let us explore the

APNness of the compositional inverse F~! of F.
Note that, the condition for APNness is equivalent to stipulating that the equations
r+y=a,
Fx) + Fy) = b,

have 0 or 2 common solutions for 0 # a € F} and b € Fy. Let F' be a bijective APN
function. Introduce new variables z, ¢ such that F(z) = z and F(y) = t. Thus,

z+t=0b,
F'2)+ F'(t) =aq,
have 0 or 2 common solutions for 0 # a € F} and b € . The only thing we need

to show is the case a = 0 and b # 0, which has no solutions since F'~! is bijective.
Thus F'~! is APN.

Therefore, we deduce F is APN if and only if F~! is APN.

A natural question is whether our notion of equivalence (EA) covers this natural
construction, that is to say whether F ~z4 F~'. One can give a simple counter-
example. Let F(X) = X3 be a function on Fys. It is readily seen that F is bijective
since ged(3,31) = 1. Then F~1(X) = X?! since Fo F71(X) = (X?1)3 = X® = X
(mod X3? + X). Now, degF = wty(3) = 2 but degF' = wty(21) = 3. Thus
F odps F7L

The following notion of equivalence generalizes E'A-equivalence and preserves inver-

sion. We define for an (n,n)-function F', the graph of F' as
I'r={(z,F(x)):x € Fy}.
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Definition 5.11. We say that two (n, n)-functions F, G are CCZ-equivalent if there
exist four Fo-linear maps A, B,C, D : F} — FZ, such that

A B

C D

is full-rank, a bijection 7 : F} — F, and two constants u,v € F} such that

A B x u 7(x)
(3) + = :
C D F(z) v G(m(x))

for an indeterminate z.

Note that this means

and, thus,
G=por!

Proposition 5.12. C'C'Z-equivalence preserves differential spectrum.

Exercise 5.13. Show that C'C'Z-equivalence is indeed an equivalence relation and
that
(i) CCZ-equivalence preserves absolute values of the Walsh spectrum,
(i) if F is bijective then F'~1 is CC'Z-equivalent to F,
(iii) if ' ~ga G then F ~ccyz G.

5.4. APN functions and the Walsh transform. In the (n,1)-function case,
functions with optimal differential and Walsh spectrum coincide as we have seen
in Theorem [£.19 This is not true in the (n,n)-function case. Let us first give a
characterization of APN functions by Walsh power sums.

Theorem 5.14. An (n,n)-function F' satisfy
> (Fuv) >3-2m —2. 2%

0#£u,veFy

Moreover, F is APN if and only if equality holds.

Proof. After expansion, we simply get

S (Pl = S S (—1)mF@ @R O) § (Lt

u,veFy z,y,2,tEFy uely velFy

—9n Z Z (_1)(u,F(z)+F(y)+F(z)+F(:}c+y+z)>

z,y,2€F5 uely
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by Annihilator Lemma. Noting that, writing a = x + z we get,
[F(2)+F(y)+F()+F(a+y+2) : 2,9, € F}} = {F(2)+ F(s+a)+F(y)+ F(y+a) : z,y,a € Ty},

and observing that F'is APN if and only if F'(x)+ F(z+a) = F(y)+ F(y+a) holds
only trivially, i.e., a = 0,x = y or x = y + a, we prove the result. 0

An (n,1)-function f has optimal nonlinearity when
max{|f(v)| : u € FI} = 2/2,
An analogous result for (n,n)-functions is given below.

Ille()I'EIIl 5.15 (Sidelnil«>V_C|13I)a|u]— \/8 ](Iellay l)()llnd). L@t} be an (]l’ n)_function_
Then
max{ll (U,U)| :0#u,v € Eg} > o(n+1)/2

Proof. Observe that
Qr Y, (Fuv))> Y (F(u,v)"

0#u,veFy 0#£u,veFy
where
Qp := max{F(u,v)?: 0 # u,v € F2}.
The rest of the proof using Theorem is left as an exercise. O

When n is odd, the bound is achievable.

Definition 5.16. An (n,n)-function F is called almost bent (AB) if
max{|F(u,v)| : 0 # u,v € F}} = 20D/,

Exercise 5.17. Show that if F is AB then necessarily F(u,v) € {0, £2(+1/2},

Exercise 5.18. Show that F' is AB implies F' is APN. Note that necessarily n is
odd.

Remark 5.19. There are APN functions that are not AB even when n is odd. An

example is the inverse function.
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